10 Strategic Lenses

for executive- and board-level cyber risk reporting
Cyber is an enterprise risk issue and
strategic leaders need strategic reports

Executives and boards are accountable
to regulators, investors and customers

• Board members need to review the results of
executives’ efforts to manage enterprise risk.
• Executives need to implement enterprise programs
that work together to enable informed, risk-based
decision making.
• Security and risk leaders need to provide visibility
into programs that supports the decisions made
about continuous improvement.

• SEC Guidance on Cybersecurity Disclosure
(Feb 2018) makes internal and external reporting
capabilities critical.
• Shareholders are becoming increasingly concerned
with cyber risk and demand quality reporting.
• Enterprise customers, subject to the same scrutiny,
are examining supplier risk.

Using 10 Strategic Lenses to frame high-level discussions
• Each lens provides a view on a key strategic question.
• Answers to strategic questions are informed and supported by diverse and multi-faceted sources of evidence (data)
from across the enterprise.
Crown Jewels
Are we aware of our mission-critical assets and are they protected from
cyber threats?
Program Maturity
Are we maturing our people, processes, and technologies to achieve our
desired cyber risk reduction targets?
Risk Management
Are we proactively managing identified cybersecurity risk across the
enterprise and improving risk mitigation processes?
People & Culture
Are we achieving the appropriate blend of recruiting and staffing? Do we
have policies that are effective in encouraging good behaviors?
Resource Allocation
Are we consistently making decisions on investments by using meaningful
criteria that consider the risk impact of the spend?
Incident Readiness
Are our teams capable of rapidly identifying and responding to disruptive
incidents?
Legal & Regulatory Compliance
Are we able to anticipate, prepare for, and meet existing and emerging
compliance requirements related to cyber risk management?
External Landscape
Are we aware of the elements of our operating environment that
constitute threats to our operations, business, or critical assets?
Third Party & Cloud Risk
How do we maintain control over data and assets that are accessed by
vendors and contractors and other third parties through outsourcing?
Industry Collaboration
Do we build and maintain information-sharing relationships with other
organizations and entities who operate in similar threat environments?

“The Commission believes
that it is critical that public
companies take all required
actions to inform investors
about material cybersecurity
risks and incidents in a
timely fashion…
Companies…should be
mindful of complying with
the laws related to insider
trading in connection
with information about
cybersecurity risks and
incidents, including
vulnerabilities and
breaches.”
– SEC statement and guidance
on public company cybersecurity
disclosures (2018)
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Crown Jewels
Are we aware of our mission-critical assets and are they protected from cyber threats?
Program Maturity
Are we maturing our people, processes, and technologies to achieve our desired cyber risk
reduction targets?
Risk Management
Are we proactively managing identified cybersecurity risk across the enterprise and
improving risk mitigation processes?
People & Culture
Are we achieving the appropriate blend of recruiting and staffing? Do we have policies
that are effective in encouraging good behaviors?
Resource Allocation
Are we consistently making decisions on investments by using meaningful criteria that
consider the risk impact of the spend?
Incident Readiness
Are our teams capable of rapidly identifying and responding to disruptive incidents?

By aggregating granular data at higher levels, lenses enable
discussions that focus on intuitive concepts instead of
technical capability
Cyber Risk Oversight
(Board of Directors)
Cyber Risk Ownership
(Business Leaders & Executives)
Cyber Risk Operations
(Risk & Security)

• Strategic Risk Indicators
• Significant Incidents
• Cyber/Operational/Financial Risk
•
•
•
•

Risk Tolerance
Program Status
Key Risk Indicators
Key Performance Indicators

•
•
•
•

Control KPIs
Compliance
Project Status
Remediation Efforts

Detailed views of each lens reveal the functional performance that underpins the overall score
These provide support for board presentations and a centerpiece for management discussions

How can we focus resources on improving the
metrics related to Cyber Staffing?
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What steps can we take to implement better metrics
for Drill Performance and Tabletop Performance?
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